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Abstract. Online services are integral to modern life, supporting activ-
ities such as communication, commerce, and travel. These services typ-
ically require user authentication, traditionally relying on user ID and
password combinations. However, this approach is increasingly vulner-
able to attacks such as phishing. Many services have adopted stronger
authentication mechanisms, including multi-factor authentication, risk-
based authentication, and passkeys.
Despite extensive research on login procedures, limited attention has
been given to these post-login authentication processes. This paper pre-
sents a first study investigating the interplay between multi-factor au-
thentication and context-specific authentication for ten popular online
services. The results indicate that various authentication methods and
behaviors can be observed across different scenarios and services.

Keywords: Online services · multi-factor authentication · authentica-
tion · security.

1 Introduction

Online services have become an essential part of our daily lives. Many aspects,
such as communication, social networking, shopping, banking, or travel planning,
are nearly unthinkable without mobile apps or online services. Most services
require creating an account, including exchanging authentication credentials to
identify ourselves when revisiting the services.

Traditionally, authentication to online services was done by logging in with
a user ID (often an email address) and a shared secret (typically a password).
However, attacks on this scheme have become increasingly frequent and sophis-
ticated [31]. Widespread examples are email phishing [16] and credential stuffing
attacks using leaked password lists [23]. In response to these threats, many on-
line services have implemented additional security measures, such as second-
or multi-factor authentication (2FA, MFA), risk-based authentication (RBA),
or passkey authentication [15]. While these measures can increase security and
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avoid account takeover attacks, they can also reduce usability for the end-user
and even lead to account lockout, i.e., the legitimate user losing access to their
account [26].

Another observation is that many online services not only request identity
proofs during the login procedure. Also, when performing certain operations,
e.g., changing security settings or requesting their data, users must often provide
additional evidence of their identity, even if they are already logged in to the
service. While users might feel annoyed by such recurring requests, it can increase
the security and mitigate, for example, session stealing attacks. Similar behavior
is known from continuous authentication systems [4].

While service login procedures and their different characteristics (i.e., simple
password, multi-factor, and risk-based) are widely studied, research on online
services’ authentication outside the login procedure is sparse. Therefore, this pa-
per presents a study on the holistic authentication behavior (i.e., during login
and specific usage contexts) of ten selected online services. The main contribu-
tions are as follows:

• We analyze how authentication features vary across usage scenarios and
services.

• We identify inconsistencies in how 2FA affects trust in logged-in users.
• We discuss the security implications of the observed authentication features.

The remainder of this paper is organized as follows: We first highlight the im-
portance of this study by summarizing related work in Section 2. In Section 3,
we outline the methodology before presenting the experiment results in Sec-
tion 4. Finally, we discuss the experiment and results and conclude our paper in
Sections 5 and 6, respectively.

2 Related Work

Different authentication aspects of online services have been studied extensively.
For instance, Klivan et al. [18] and Amft et al. [3] both investigated the secu-
rity and user experience for MFA recovery procedures. The authors show that
many websites deploy insecure MFA recovery procedures, where MFA can be
disabled when having access to the accounts’ associated email addresses. More-
over, Büttner and Gruschka [11] evaluated the security and lockout risks of MFA
and recovery settings for Google and Apple users. Tiefenau et al. [30] conducted
interviews and a survey to understand the user perception of 2FA recovery. The
authors show that users often rely on website support to regain access.

Furthermore, several studies have investigated RBA. Since online services
tend not to publish their RBA configuration, reverse engineering is one way
to identify involved features, like fingerprints and IP geolocation. Freeman et
al. [14], Makowski and Pöhn [22], and Wiefling et al. [33] tried to shed light on the
characteristics of RBA and its configuration by blackbox testing, among others.
Büttner et al. [10] show that RBA may also play a role in account recovery.
Based on the results, the authors create a first maturity model for RBA recovery
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challenges. Pöhn et al. [26] proposed a framework to analyze authentication risks
in single accounts and account networks. However, the authors did not analyze
the interplay between the different factors.

When it comes to specific usage scenarios, past research has so far only
focused on one specific scenario each. Boniface et al. [7], for example, analyzed
the verification of the subject of data subject access rights. The authors observed
some unsafe or doubtful procedures, including the copy of a national identity
card transmitted over an insecure channel. Di Martino et al. [12] conducted a
longitudinal study to examine whether or not services improved their policies for
identifying data subjects during a subject access request (SAR). Their results
showed an increase in vulnerable organizations from 27% to 30% over a two-year
span, along with indicating the inconsistencies in how organizations handle the
identification process of a SAR.

In a thesis written by Broen [8], experiments were conducted on the mech-
anisms used by services to authenticate the user when exercising one’s right to
access data according to Art. 15 of the European General Data Protection Reg-
ulation (GDPR) [29]. The thesis found that the authentication methods differed
for the selected services, along with some requiring additional verification of the
data subject to be able to exercise their rights.

The related work shows that most research focuses on authentication methods
for login procedures and account recovery. However, there is a lack of studies on
authentication requests outside these two scenarios. This paper studies online
services’ overall authentication behavior. It will focus on the distinction between
different services and scenarios and the influence of MFA.

3 Methodology

Online users may encounter various scenarios where an online service requires
different levels of confidence about their authenticity. Such scenarios can in-
clude, for example, modifying sensitive account settings, accessing personal in-
formation, or recovering an account. Thus, we are interested in understanding
how online services actually implement authentication for such scenarios. In this
regard, we aim to answer the following research questions:

• RQ1 How do authentication methods differ across different usage scenarios?
• RQ2 How do authentication methods differ across various online services?
• RQ3 How does 2FA influence the authentication methods beyond the login?

To address these questions, we conducted an exploratory study [13] in which we
systematically tested different online services. For this, we first selected a set
of online services as our test sample. Next, we executed specific usage scenarios
and documented the authentication methods required to verify the user, respec-
tively. Finally, we analyzed the results focusing on the above-mentioned research
questions.
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Table 1. Overview of selected services for the study

Service URL

Amazon https://amazon.com
ChatGPT https://chatgpt.com
Facebook https://facebook.com
GitHub https://github.com
Google https://google.com
LinkedIn https://linkedin.com
Microsoft Outlook https://live.com
Pinterest https://pinterest.com
Spotify https://spotify.com
X (formerly Twitter) https://x.com

3.1 Selecting Services

Given the need to conduct the experiments manually, we had to select a smaller
sample of online services for our experiments. We first narrowed down the choice
of services to the most popular ones by cross-referencing the top 1000 popular
services of three widely used website rankings. This includes the Tranco Top
Sites [20], Majestic Million3, and Chrome (CrUX) Top Million Websites4, which
have proven to be appropriate sources for selecting relevant services [27].

The list was further reduced by excluding services requiring payment infor-
mation, adult content, or those without English language support. Moreover, we
removed services where an online account is not a key consumer feature or is
mainly used by administrators or content creators. From the resulting list, we
selected the ten services shown in Table 1.

3.2 Scenarios

For our study, we considered different account usage scenarios in which we as-
sumed the user’s authenticity to be relevant. We therefore decided to test the
following six specific scenarios, labeled S1 through S6. The scenarios are de-
scribed below in more detail.

S1: Login The login is the most common scenario in which a user must au-
thenticate. It is typically the first point of interaction with an online account.
Hence, a successful login is crucial for performing any further operations related
to this account.

S2: Modify Email Address For most online services, the email address is
essential to verify a user’s identity. We therefore investigated whether modifying
3 https://majestic.com/reports/majestic-million (Last accessed: 2025-02-11)
4 https://github.com/zakird/crux-top-lists (Last accessed: 2025-02-11)

https://majestic.com/reports/majestic-million
https://github.com/zakird/crux-top-lists
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the email address yields any different or additional authentication compared to
the regular login. Depending on the service, we either added secondary email
addresses or, if this was not possible, modified the primary email address. In
both cases, the service eventually accepts a different email address to verify a
user than the email initially registered.

S3: Toggle 2FA Setting Online services nowadays usually offer 2FA for addi-
tional protection of online accounts. In addition to using a password, a user can
set up one or several additional authentication factors. This typically includes a
one-time password (OTP) app, phone number, or a security key. Within our ex-
periments, we tested this scenario by first setting up an OTP app as 2FA method
and later disabling 2FA. In one instance, we had to set up a phone number as
a second factor because short message service (SMS) OTP was the only 2FA
method offered.

S4: Change Name We further considered modifying personal information as
an interesting use case. It is not directly connected to user authentication and,
thereby, presumably the least critical compared to the other scenarios. It is
still possible that changing personal information in a user account is treated
differently by online services. We tested this by modifying the full name (i.e.,
not the username) in the user’s profile where possible.

S5: Right of Access Request Another action that may be performed to
gain access to an online account or some of its data is a Right of Access request.
Online services must enable citizens of countries that are subject to EU law (and
thus to the GDPR [29]) to exercise their data subject rights. Since this is often
implemented as a specific function, it can present a different way of accessing
an account owner’s information. In practice, this typically involves two distinct
phases [25]. First, a user requests the service to create a data archive with some or
all of the user’s data. Then, after a certain time period, the user is notified when
the data is available for download. Since both phases are somewhat isolated, we
split this scenario into the following two sub-scenarios: S5.1 Data Request and
S5.2 Data Access.

Note that the Right of Access can often also be exercised through other
channels, e.g., sending a request via email. However, we decided to focus on data
requests directly through the account and refer the reader to previous works
investigating other methods for requesting data [7,12].

S6: Password Reset The last scenario we included was resetting the password.
When users lose their login credentials, they can usually regain access to their
account through fallback authentication methods. Consequently, methods for a
password reset differ from those for regular login. The challenge here is to ensure
a legitimate user can regain access while preventing attackers from exploiting this
to bypass authentication.
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3.3 Study Procedure

We initially set up a test account for each service with a minimal configuration,
i.e., with an email address and a password. Since we were also interested in
testing whether 2FA has any effect on the scenarios (see RQ3), we compared
authentication for each scenario with two different authentication settings. In one
setting, the account was configured only with a password; in the other, 2FA was
enabled. In the latter case, we used an OTP app where possible, as this did not
require us to disclose unnecessary personal information. Thus, the scenarios were
conducted twice with different 2FA configurations. For comparability reasons, we
utilized the same browser, in our case Firefox, in a private browser mode for each
scenario.

We made some exceptions concerning the scenarios and 2FA configuration
due to certain limitations of some services. On ChatGPT, we had to omit sce-
narios S2 and S4 because there was no way to add or change an email address,
and no personal information was stored in the user’s profile. GitHub started
enforcing 2FA in 2023 [24], and it was thus not possible to turn off 2FA once
enabled. Moreover, Spotify did not offer 2FA for consumer accounts at the time
of the study [28]. We consequently tested this service only with a password-
based configuration. Finally, Pinterest only offered SMS OTP as a 2FA method.
Therefore, we used SMS OTP instead of an OTP app.

4 Experiment Results

The experiments described in the previous section were carried out during March
and April 2025. Table 2 provides a complete summary of what authentication
methods were observed with respect to the different services and scenarios. In
the remainder of this section, we point out important findings with regard to our
research questions. We also describe some observations we made beyond this.

4.1 Comparison of Scenarios (RQ1)

The experiments show that our tested scenarios required different authentication
methods. In particular, they were often inconsistent across different services.

Modifying the email address appears to be considered a rather sensitive sce-
nario. This was indicated by requesting additional authentication steps upon the
initial login. Many services required a logged-in user to re-enter the password or
verify a previously registered email address before a new one can be set up.

Similarly, the 2FA setting often triggered an elevated authentication proce-
dure. On half of the selected services, changing the 2FA configuration required
entering the password again, verifying the email address, or both, before setting
up the 2FA method.

In nearly all cases, the scenario of changing the user’s name did not involve
any additional authentication methods when the user was already logged in.
Only X required re-entering the additional password.
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Table 2. Overview of authentication methods required for each service and scenario.
For each service, the first row shows the results for a password-only configuration and
the second row for the 2FA configuration. Note that Spotify could only be tested with
a password.

Service S1 S2 S3 S4 S5.1 S5.2 S6

Amazon P L,EOnew,P L,A L L,EL L,EO EO
P,A = L,EO = = = =

ChatGPT P - L,A - L EL,L EO
P,A - L - = = =

Facebook P L,EOold,EOnew L,EO,A L L L EO
P,A = L,EO = = = EO,A

GitHub P L,ELnew L,A L L L,EL EL
P,A = - = = = EL,A

Google P L,EOnew L,A L L L EO
P,A L,A,EOnew = = = = EO,A

LinkedIn P L,EOold,EOnew L,EO,P,A L L L EO
P,A = L,EO,P = = = EO,A

Microsoft P L,EOold,EOnew L,EO,A L L,EO L,EO EO
P,A L,EOnew L = L L EO,A

Pinterest P L,EOnew L,P,S L L EL,EO EL
P,S = L,P = = = =

Spotify P|EO L,P,ELnew - L L,EL EL,L EL

X P L,P,P,EOnew L,P,A L,P L,EO L,EO EO
P,A = L,P = L,P,EO L,P,EO EO,A

P: Password; EL: Email Link; EO: Email OTP; A: App OTP; S: SMS OTP; L: Login;
a,b: a and b; a|b: a or b; =: Same as above; -: Not applicable

Regarding the Right of Access scenario, we found that only four services
requested additional user verification to request the data. However, six of the
services required signing in and verifying the email. A special case was Pinterest,
where the data request was sent through the account settings. Yet, the data was
ultimately provided by a third-party service5 that verified the email without
requiring the user to be logged in to their Pinterest account.

Resetting the password did not inherently require a login and is therefore
different from the other scenarios. It is an ongoing problem to design account
recovery in a way that helps users when losing an authentication factor while
not creating a backdoor [21]. All services in our test sample allowed resetting the
password by verifying the email address. When a 2FA method was configured,
many of the services required verifying both the email address and the 2FA

5 https://pinterest.sendsafely.com (Last accessed: 2025-05-04)

https://pinterest.sendsafely.com
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Table 3. Summary of features and patterns observed on the tested services.

Service Re-Enter Verify Old Email Email Enter 2FA Backup
Password Email OTP Link Email Code

Amazon # #   # #

ChatGPT # #   #  

Facebook #   # #  

GitHub # # #  #  

Google # #  # #  

LinkedIn    # # #

Microsoft #   #   

Pinterest # #   #  

Spotify  #   # -

X  #  # #  

 : Feature present; #: Feature not present

method (or backup code when available). However, three services still did not
require 2FA even when enabled in the account settings.

To summarize our findings for RQ1, the configuration of email addresses and
2FA settings always required additional steps and were thus the most protected
among our test scenarios. In contrast, changing personal information has turned
out to be the least critical scenario, as it mostly required nothing more than the
initial login. The Right of Access request on several services required additional
steps, especially when accessing the data. Resetting the password always relied
on verifying the email address, and in most cases, the 2FA method, when enabled.

4.2 Comparison of Services (RQ2)

We further compared the services’ approaches to verifying the user in the tested
scenarios. In particular, some behavioral patterns were observed on several ser-
vices, which are shown in Table 3 and further described in the following.

A pattern found on several services was that the password had to be re-
entered when accessing and modifying specific account settings. This was ob-
served on LinkedIn, Spotify, and X. The latter used it extensively, as it repeatedly
requested the password in all scenarios except for the password reset. Remark-
ably, when changing the email address on X, one had to enter the password three
times in total.

Specifically, when modifying the email address, all services verified the newly
configured email address. However, only a few services, including Facebook,
LinkedIn, and Microsoft, verified the previously set-up email address before al-
lowing the configuration of a new or additional one.
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Table 4. This table shows in which scenarios the authentication procedure differed
depending on whether 2FA was enabled. (S1 is omitted as it is trivial, and Spotify is
not listed since it did not offer 2FA.)

Service S2 S3 S4 S5.1 S5.2 S6

Amazon #  # # # #

ChatGPT -  - # # #

Facebook #  # # #  

GitHub # - # # #  

Google  # # # #  

LinkedIn #  # # #  

Microsoft   #    

Pinterest #  # # # #

X #  #    

 : Difference; #: No difference; -: Not applicable

In our experiments, we mainly documented the default authentication method
offered, since the alternative—typically verifying an email address—is normally
the same as a password reset. However, unlike other services, Spotify requested
an email OTP as the default authentication method instead of a password. In
this regard, another interesting observation was that some services, including
Amazon, ChatGPT, Pinterest, and Spotify, use both email links and OTPs de-
pending on the scenario.

Beyond this, Microsoft stood out by prompting the user to enter the email
address before sending an email OTP. Microsoft thereby challenges the user by
requiring knowledge of an email address configured for email verification. Using
this consistently was not observed on any of the other services.

Finally, as this is highly relevant for recovering accounts with 2FA support,
we further noted whether the online services offered a 2FA backup code. Two
services, Amazon and LinkedIn, did not offer such a backup code.

4.3 Influence of 2FA (RQ3)

The standard behavior of an account with 2FA enabled is that the regular login
requires a password and the second authentication factor, i.e., the app OTP
or SMS OTP. Furthermore, the user could use a backup code if the second
authentication factor was unavailable, provided the online service offers this.
However, as shown in Table 4, we observed that having 2FA enabled or disabled
still influenced whether some services request additional verification methods or
what recovery methods they require.

Microsoft behaved uniquely in comparison to the other services. We found
that it treats a user signed in with 2FA with higher confidence. This is shown by
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the fact that it relaxed the requirement for additional email verification in all sce-
narios, where otherwise an email OTP was requested. In contrast, three services
showed a somewhat opposite behavior in that they required more authentication
steps in at least one scenario when logged with 2FA. Amazon required an ad-
ditional email OTP when disabling the 2FA method. Google requested the app
OTP again when modifying the email address and disabling 2FA. On X, this
occurred in the Right of Access scenario, which required re-entering a password
only when 2FA was enabled.

Aside from the above-mentioned cases of Amazon and Google, the only dif-
ference when toggling the 2FA method was that it could be disabled without
verifying the second factor.

The Right of Access request was not affected by 2FA in almost all cases,
except for X, as mentioned above. However, it is important to note that accessing
the data from Pinterest does not even require the 2FA at all, as it is handled by
a third-party service that only verifies the email address.

When it comes to the password reset, the 2FA setting did affect six of nine
services because the 2FA method was required in addition to verifying the email
address. In turn, this means that three services, including Amazon, ChatGPT,
and Pinterest, allow a password reset without having the 2FA factor. Impor-
tantly, a password reset does not imply regaining access to an account. Even
when the password could be reset without the second factor, it would not allow
bypassing 2FA during the subsequent login.

4.4 Additional Findings

We also want to point out some additional findings that were not the main
focus but are still relevant regarding account security and suggest directions for
potential future research.

We noticed that some services limited the frequency of changing information.
X and Facebook, for instance, temporarily restricted the possibility of modifying
email addresses or authentication methods for a certain time period. X also
blocked access to the Right of Access data in some instances. However, it was
unclear what caused X to do so.

Another measure often implemented by online services is a CAPTCHA [1].
We did not include this in our main results, as it does not verify a user, which
was our main scope. However, it is still a security measure used to block auto-
mated attacks. Within our experiments, it only occurred in two concrete cases.
Microsoft requested it when changing the user’s full name, and GitHub requested
a CAPTCHA during account recovery. It was therefore rather surprising that
we could not observe CAPTCHAs consistently on more services and scenarios.

Although analyzing risk-based features was not the primary focus of our
study, we highlight several relevant observations in this context. Many of the
online services applied RBA primarily during the regular login. We further con-
firmed the occurrence of a risk-based behavior on Amazon during account re-
covery, which was already suggested by Büttner et al. [10]. However, while they
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only observed a CAPTCHA as an additional authentication step, we found that
Amazon would add a security question.

5 Discussion

5.1 Security Impact

Online services nowadays use strong measures to protect their users. We have
particularly looked into scenarios where a user needs to log in before taking
any further actions, making it challenging for an attacker to access the account
settings in the first place. However, when an account is only protected by a
password, the difficulty to bypass the login can be rather low due to the risk
of credential stuffing and phishing [16,23]. While 2FA can prevent this, more
sophisticated attacks like session stealing [9] or cross-site request forgery [5] may
still pose a risk. This, therefore, demands stronger measures, such as additional
authentication steps.

Overall, we observed that the services we tested offered elevated authentica-
tion mechanisms. A remarkable observation was that Microsoft requested fewer
authentication steps when a user was signed in using 2FA. Given the risks men-
tioned above, and also considering that changing email or 2FA settings affects
authentication significantly, it could be argued that requesting additional meth-
ods independently of the initial login would be better for the protection of the
user. However, the opposite approach of requesting more methods, as done by
Google and X, may be disadvantageous in terms of usability.

Also, we noticed some of the additional authentication steps used by the
tested services are further debatable concerning the user’s security. In particular,
it is questionable how re-entering a password or entering an email address before
verifying the respective email can truly improve security. Moreover, the usage of
two email verification variants, email OTP or link, has been observed. In some
instances, both were used by the same service. Both have their advantages and
disadvantages. Email OTP is, for example, vulnerable to phishing, but also has a
short lifetime, while an email link is not vulnerable to phishing, but has a longer
lifetime. Generally, using email authentication is a controversial topic since email
accounts are often the main weakness in user account settings [19,21,17].

Likewise, the dedicated use of CAPTCHAs is rather questionable. Particu-
larly in the case of Microsoft, it is not clear why it is critical to prevent automated
attacks when changing a user’s name compared to other scenarios.

On the positive side, we noticed that a password reset could not be exploited
to bypass 2FA. The second factor was required during the password reset or
subsequent login. In any case, one could not avoid 2FA. Most services, except
for Amazon and LinkedIn, also offered a 2FA backup code. Yet, this does not
guarantee that a user has stored it or noted it down. This therefore creates a
significant usability compromise, as also noted by similar research on this [3].
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5.2 Ethics

Online services may prohibit users from employing pseudonymized or test ac-
counts for research. Respective rights may overrule such terms, depending on
the country and decisions [32]. In this regard, the American Psychological As-
sociation and the German equivalent declare that no studies based on deception
are to be carried out unless deception techniques are justified by, e.g., a signifi-
cant gain in scientific knowledge, and no alternative procedure is possible [2,6].
In our case, we used only our own accounts and avoided any interactions with
non-study users. Thereby, we largely eliminated the risk of deceit. Additionally,
we did not create significant web traffic or server load that would affect other
users, nor did we exploit specific vulnerabilities. This procedure can be seen as
justifiable, as new knowledge is gained.

5.3 Limitations

We conducted an exploratory study to test how consistent authentication meth-
ods occur on different services and scenarios. However, due to the limited number
of services and scenarios, this is a pure qualitative study, and results cannot be
generalized. Yet, the services we tested are among the most popular and pro-
vide a reasonable first sample. The results thus motivate more research on the
security of authentication in specific scenarios. While we tested the difference be-
tween a password and 2FA, we excluded testing Single Sign-On (SSO), since its
authentication behavior depends on the SSO provider. The use of passkeys was
also not considered, mainly because they would have introduced a significantly
higher variability and complexity to the experiments.

Furthermore, we did not test RBA extensively. Our goal was to examine
which authentication methods and patterns are applied consistently across sce-
narios, in contrast to risk-based authentication mechanisms, which vary depend-
ing on contextual factors. However, RBA can have considerable side effects on
authentication methods in these scenarios. Lastly, we did not investigate any
time effects, i.e., whether a user has to re-authenticate after a certain timeout.

6 Conclusion and Outlook

This paper has studied the authentication behavior of selected online services. In
addition to the regular login procedure, authentication was observed for service
functions like changing email addresses or multi-factor configuration. The results
show strongly divergent behavior across different scenarios and services. In par-
ticular, we observed specific patterns, such as repeatedly requesting a password
or verifying the email address. Furthermore, the extent to which 2FA affects
the different behaviors also varied considerably between scenarios and services.
An interesting observation was that services handled 2FA-configured accounts in
contrasting ways, either by treating them with higher confidence or by enforcing
a more stringent login process. This indicates that there is no consensus about
the ideal approach to handling these scenarios.
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Future work should analyze the different patterns and approaches that were
found within this study regarding their security. In particular, it should also be
investigated how users perceive this. Finally, a study on a larger scale, i.e., with
more services and scenarios, should be conducted to discover further authentica-
tion patterns. However, this requires more resources or approaches with higher
scalability.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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