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Example Scenario’

Social Media

Join group Magicians...
...but don‘t show my
groups to my co-workers!

Why do | suddenly
get advertisement for
magic wands?

| can‘t see
John's group
memberships.

Co-workers of

Employee John
‘John’
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Motivation

Most work in computer security has
ignored the social contexts in
] i which systems are actually used.
« Systems need to ensure safety of their users and their data

. . - Goguen and Meseguer (1982)
* Regulations like GDPR enforce measures to protect user data
« Complexity of systems makes verification of and adhering to security policies difficult

« Tracing information flow to detect policy violations
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What is information?

» Directly shared data

« Metadata (sender, receiver, time, ...)
* Network traffic

« System behavior

« And more...
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Security Policies

Security policies define the security requirements for a given system (Goguen and
Meseguer, 1982)

Security policies on data usage:

« Confidentiality -> data must not be accessed by unauthorized users

* Integrity - data must not be modified by unauthorized users

« Availability - data must come from available sources

Allowed and forbidden information flow Inputs Outputs
* Low input can flow to low and high output L ow

7

> Low
* High input can flow to high output, but NOT to low output >&®
 hion
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Trace Properties (1)

A trace property is...
... the intersection of a safety property and a liveness property. (Alpern and Schneider, 1985)

« Safety property - “bad things” do not happen
» Liveness property - “a good thing” happens

e ... apredicate on a single system execution. (Kozyri et al., 2022)
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Trace Properties (2)
Can be implemented through, e.qg.:

» Access Control:
» E.g. Bell-La Padula model (Bell and La Padula, 1973)
» Low subject must not read from higher objects
« High subject must not write to lower objects

« Encryption:
» Hiding information from users without decryption key
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Hyperproperties

Trace properties cannot cover complex security policies

System properties are derived from multiple traces

Hyperproperties define properties on sets of traces (Clarkson and Schneider, 2010)

Also cover trace properties

=» Information Flow Properties
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Information Flow Properties (1)

An information flow property is a mathematical specification of how information is allowed to flow between
entities making up a system, such as programs, users, inputs, outputs, and storage locations. (Kozyri et al., 2022)

Can be specified for any abstraction level of a system:
* Hardware

» Operating system

 Programming Language

« Distributed systems

» Cyber-physical systems
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Information Flow Properties (2)

Explicit flow
* Direct transfer of information

« Assignments or deducing new values

Implicit flow
* |ndirect transfer of information

« E.g. through conditional statements
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b :=a

if a < 1 then {
b :=0

} else {
b :=1
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Information Flow Properties (3)

Properties

« Strong dependency (Cohen, 1976)

Given a system with input and output labels a and f3.
B depends strongly on a if 3 varies for two execution traces where only a differs.

* Noninterference (Goguen and Meseguer, 1982)
» Prohibit information flow between certain entities
» Relational noninterference (Kozyri et al., 2022):
* Formalizes the relation between input and output labels

« E.g., John’s co-workers cannot find out about his group memberships (secret output),
but see his connections (public output)

« Limitations :
* Only for deterministic programs
* Does not consider timing or termination
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Information Flow Properties (4)

Other properties

* Nondeducibility (Sutherland, 1986)
* No flow from high to low entities

« Also no flow from low to high entities > symmetry (McLean, 1990)
- too strict?

» Relevant for properties, such as anonymity and unlinkability (Hughes and Shmatikov, 2004)

* Noninference (O’Halloran, 1990)
* Removing high inputs and outputs results in valid traces
« May be too strict > Generalized Noninference
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Modelling Information Flow Properties (1)

Labels

« Assigning labels to entities, input data, output data, functions, etc.

« Granularity
« Low-level: higher control, fine-grained, more complex
« High-level: less control, more comprehensible

« Static binding:
« Labelling of data containers
« Can be done in advance, e.g., by the compiler

* Dynamic binding:
« Labelling data values
« Assignment of labels during runtime - Who assigns labels?
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Modelling Information Flow Properties (2)

Flow relations

» Defining allowed data flow: A 2 B

* AXxioms (Denning, 1976)

Reflexive: A2 A
Transitive (Preorder): A2B, B2C > A2C

Antisymmetric (Partial Order): A2B, B2A > A=B
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Modelling Information Flow Properties (3)

« Joining labels Linear ordered lattice (from Denning, 1976)

 Example: C:=A+B SC ={Aq, .., Ay} ATn
. A = A i < A,_
=» What security class does C belong to? oA f s g !
Ai @ Aj = Amax(i:j)
A ® Aj = Apin (i, )) [
. . Ay
* Linear ordering: L=A; H=A4, 7
+ E.g., military system with hierarchical clearance levels Ay
Nonlinear lattice (from Denning, 1976)
« Nonlinear ordering SC = powerset(X) .2}
+ E.g., system that contains medical, financial, and criminal A-BiffAcH / T \
records on individuals APB=AUB {x,y} {xz} {2z}
A@B=Ans Pt ]
L=¢: H=X {x} {r} {z}
{0}
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Determinism vs. Nondeterminism (1)

Deterministic code:

. = 4= if h < 1 th
Deterministic system e {
. . } else {
« Same input always yields the same output values } 1 := 2

Nondeterministic SYStem Nondeterministic code with different output set:

« Same input yields varying output values ifh<1 thclar|1 {

l :=09 l:=1
 Set of output values can differ yete U T
» Distribution of output values can differ )

* Occurs especially in connection with concurrency Nondeterministic code with different output distribution:

if h < 1 then {

l:=0 || 1:=11]]1:=1
} else {

l:=0 || 1:=0]]1:=1
}
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Determinism vs. Nondeterminism (2)

Nondeterministic information flow properties

» Observational determinism
« Completely prohibits nondeterminism

» Possibilistic approach
« Consider the set of possible outputs
* Generalized noninterference (GNI) (McCullough, 1988)

» Probabilistic approach
« Consider the probability
* Probabilistic noninterference (volpano and Smith, 1999)
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Comparison of nondeterministic approaches (from Kozyri et al., 2022)

Allows public

Defends against

Defends against

nondeterminism refinement leaky output
(see slide 20) distributions
Observe_ltl_onal % v v
determinism
Possibilistic v X X
Probabilistic v ? v
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Attacks (1)

Covert channel attacks
» Leakage through illegitimate information channels
 Passive and active adversaries

« Examples: heat emission, program termination, time

Termination attack
« Confidential input may change termination behavior of a program

» Addressed by termination-sensitive noninterference (Volpano and Smith,
1997)
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Varying termination behavior

if h < 1 then {

while true do skip
} else {

l :=1

}
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Attacks (2)

Timing attacks Varying execution time
« Confidential input may change execution time of a program 1f hd;(i)then {

- E.g., attacks against cryptographic algorithms ) elie’z !
 Addressed by time-sensitive noninterference } Pt
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Attacks (3)

Refinement attack
« Exploiting nondeterministic systems

« Manipulating system behavior to increase the likelihood for information leaks

« Example (from Clarkson and Schneider, 2010)

secret € {0,1}

out:=0 || out:=1 || out:=secret

= Refinement: system that only outputs secret
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Reclassification (1)

Objective
« Finer grained labels
« Changing the class of information from high to low or vice versa

* Practical examples:
« Password checking
« Publishing voting results
» Encryption - confidentiality upgrade
» Digital signature - integrity upgrade
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Reclassification (2)

Types of reclassification (Confidentiality)

» Declassification
« Escape hatch expressions - declassify(x)
« E.g.: aggregated or anonymized data

« Erasure
« Removing label for data to exclude class
« E.g.: when the consent to information usage was withdrawn
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Reclassification (3)

Types of reclassification (Integrity)

* Endorsement
* [nformation becomes more trusted
« E.g.: input sanitizing, or verifying entity

» Deprecation
» Information becomes less trusted
« E.qg.: after a certain time period, or if processed by an untrusted entity
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Reclassification (4)

Dimensions of declassification (Sabelfeld and Sands, 2009)

« What information can be released
« Partial release / quantity - e.g. credit card number

* Who can release information
» Related to integrity class of entities

* Where is information released
* Level locality policies
» Code locality policies

« When is information released
« Time-complexity based: after a certain time
» Probabilistic: likelihood of a leak
« Relative: dependent on other events
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Information Flow Control (1)

Information Flow Control = Methods to enforce information flow properties

Static analysis
» Checking system behavior before execution
* Minimized runtime overhead

 Example approaches:
« Static taint analysis
» Security-typed languages, e.g. JFlow (Myers, 1999)
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Information Flow Control (2)

Dynamic analysis

» Checking system behavior during execution

» Affects runtime performance

» May not detect implicit information flow (Myers and Liskov, 1997)

 Example approaches:
* Dynamic taint analysis
* Permissive-Upgrade (Austin and Flanagan, 2010)
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Lecture Takeaways

What are information flow properties?

* How to model them?

* What is noninterference?

* How can information flow be attacked?
 Why and how do we need reclassification?

« What are the differences between static and dynamic analysis?
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