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Background

• Data Subject Rights (DSRs)
• GDPR (Art. 12-23)

• Identifying DSs can be a challenging task
• DSRs do not apply if DC can demonstrate that 

DS cannot be identified (cf. GDPR, Art. 11(2))

• Common DS authentication methods are
• ID-document verification 
• Verification of corresponding email address or 

phone number 

Source: https://advisera.com/articles/8-data-subject-rights-according-to-gdpr/ 
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Motivation

• Violation of data minimisation principle
• Often complete ID documents are requested

Source: https://edpb.europa.eu/news/national-news/2022/dutch-sa-fines-dpg-media-magazines-unnecessarily-requesting-
copies-identity_en 

Boniface et al. "Security analysis of subject access request procedures: How to authenticate data subjects safely when 

they request for their data." Privacy Technologies and Policy: 7th Annual Privacy Forum, APF 2019. Springer 
International Publishing, 2019.
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Motivation

• Misuse of DSR requests to steal personal data
• E.g., forged ID-documents or invalid email address

4

Di Martino et al. "Personal Information Leakage by Abusing the GDPR 'Right 

of Access'." Fifteenth Symposium on Usable Privacy and Security (SOUPS 

2019). 2019.

Cagnazzo et al. "GDPiRated–stealing personal information on-and offline." Computer 

Security–ESORICS 2019: 24th European Symposium on Research in Computer Security. 
Springer International Publishing, 2019.

Pavur and Knerr. "Gdparrrrr: Using privacy laws to steal identities." arXiv preprint arXiv:1912.00731

(2019).
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Motivation

• Need for a better way to authenticate DSs
➢No violation of privacy principles

➢Without allowing illegitimate data access 

➢Ideally as a EU-wide solution that can be easily implemented 
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Authentication Models

Centralized Identity Federated Identity

Service 1 Service 2 Service 3

Auth Service Auth Service Auth Service

Service 1 Service 2 Service 3

Identity Provider

authenticate authenticate

confirm confirm confirm confirm
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Authentication Models

Decentralized Identity
• Attribute-based Credentials (ABCs)

• Self-Sovereign Identity (SSI) Service 1 Service 2 Service 3

Issuer Identity Wallet Verifier

confirm
issue

attributes
present

attributes

control
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EU Digital Identity Wallet

• SSI-based infrastructure for eIDs within and 
across EU countries

• Verification of attributes
• Personal Identifiable Data (PID) 

• e.g. last name, first name, date of birth, …

• Qualified or non-qualified Electronic Attestations of Attributes (QEAA):
• e.g. driving license, transcript of records, payments, …

Source: https://www.digdir.no/sites/sogn/files/styles/lg/public/2022-09/e-wallet-cards.png
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eID for Data Subject Rights Requests
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Self-Sovereign Identity Approach
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Data Subject

What shopping 
data of me 

exists?
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Self-Sovereign Identity Approach

University of OsloMalte Hansen and Andre Büttner

Data Subject User Device Loyalty 
Advertisement
Data Controller

I enforce the 
Right of Access
for Customer A
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Which credentials
do I have?
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Self-Sovereign Identity Approach
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Loyalty 
Advertisement
Data Controller

Which credentials
do I have?

Possible Credentials

family name

first name

date of birth

address

gender

nationality
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Self-Sovereign Identity Approach
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Loyalty 
Advertisement
Data Controller

Product Shipment

customerNo Customer A​

productNo 491501

age verification true

date of birth 1948-11-14

shipping name George

shipping firstname Anonymous

shipping address London SW1A 1AA

Product Shipment

customerNo Customer A​

productNo 326773

age verification false

shipping name George

shipping firstname Anonymous

shipping address Llandovery SA20 0NQ

14



Self-Sovereign Identity Approach
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Loyalty 
Advertisement
Data Controller

Product Shipment

customerNo Customer A​

productNo 491501

age verification true

date of birth 1948-11-14

shipping name George

shipping firstname Anonymous

shipping address London SW1A 1AA

Product Shipment

customerNo Customer A​

productNo 326773

age verification false

shipping name George

shipping firstname Anonymous

shipping address Llandovery SA20 0NQ
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Please send 
me these 

credentials!
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Here you go!
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Do these match?
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Self-Sovereign Identity Approach
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Loyalty 
Advertisement
Data Controller

Do these match?

Loyalty Advertisement Credentials

family name George

date of birth 1948-11-14

address London SW1A 1AA

address Llandovery SA20 0NQ

Data Subject Credentials

family name George

first name Charles

date of birth 1948-11-14

address London SW1A 1AA

gender male
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

Please verify 
these 

credentials!
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

Yes, these 
match!

21



Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

Your Right of 
Access 
result!
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Self-Sovereign Identity Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

What do we gain?
• Security
• Reliability
• Data minimisation
• Solution for EU Data Strategy

• Data Intermediaries
• Data Spaces & data sharing

• Anonymous Data Subject Right request
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Federated Identity Management Approach
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Loyalty 
Advertisement
Data Controller

Which credentials
do I have?

Possible Credentials

family name

first name

date of birth

address

gender

nationality
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Federated Identity Management Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

Please verify 
these 

credentials!
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Federated Identity Management Approach
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Data Subject User Device Identity Provider

I received an authentication 
request from Loyalty 

Advertisement for a Right of 
Access request
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Federated Identity Management Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

Yes, these 
match!
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Federated Identity Management Approach
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Data Subject User Device Loyalty 
Advertisement
Data Controller

Identity Provider

What do we gain?

• Alternative to eIDs
• Transition period

• Shift of competencies to Identity Provider
• Data Controller lacking resources
• Untrusted Data Controller
• Non-European Data Controller
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Discussion

• Authentication threshold
• How secure is any specific credentials?
• How secure is any combination of credentials?

• Optional credentials
• Additional actors?
• Additional competences?

• Derived credentials
• Reliability?

• Semantics
• Standardization?
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Conclusion

• Data Subject Rights can have specific demands:
• Reliability

• Data minimisation

• Anonymity

• We must move away from centralized identity models

• eIDs and ABCs are crucial tools in this endeavor

• The European Data Strategy changes our landscape

Move forward with these points in mind!
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Thank you!
Any questions?

18th IFIP Summer School

on Privacy and Identity Management

Contact

Malte Hansen: maltehan@ifi.uio.no

Andre Büttner: andrbut@ifi.uio.no

mailto:maltehan@ifi.uio.no
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