UNIVERSITY /) 18th IFIP Summer School
OF OSLO o on Privacy and Identity Management

Secure and Privacy-Preserving Authentication
for Data Subject Rights Enforcement

Malte Hansen and Andre Biittner
University of Oslo

10t August 2023



Background

e Data Subject Rights (DSRs)
 GDPR (Art. 12-23)

* |dentifying DSs can be a challenging task

* DSRs do not apply if DC can demonstrate that
DS cannot be identified (cf. GDPR, Art. 11(2))

e Common DS authentication methods are

* |ID-document verification

 Verification of corresponding email address or

phone number
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Source: https://advisera.com/articles/8-data-subject-rights-according-to-gdpr/
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Motivation

* Violation of data minimisation principle
* Often complete ID documents are requested

Home > News

> Dutch SA fines DPG Media Magazines for unnecessarily requesting copies of identity documents ')

Security Analysis of Subject Access

Dutch SA fines DPG Media Magazines for Request Procedures
unnecessarily requesting copies of identity How to "\"‘l“‘“'l';;;,:::;',t)'“:;:'.§;~l::‘.l_.i:"lh)‘.:;_.:h‘l.\. When They
documents

88 28 March 2022 Netherlands Coline Boniface! | Tinsne Fouand? .\'.nnlliu Biclova?, Cédrie Lauradonx ™
and Cristinne Santos”

Background information
Date of final decision: 14 January 2022
Cross-border case or national case: National
Controlter: DPG Media Magazines BV.

" Uniy. Grenoble Alpos, Turia, France
|coline . boniface,cedric. lauradoux |Oinrin. fr
Y Unbvorsité Cote d'Azur, Tnrin, Franc
{imane . fouad nataliia.bielova|@inria. fr

' School of Law, University Toulowso 1 Capitole, SIRIUS Chair, Toulowse, Franc
: cristiana santoafut-capitole. fr
Legal Reference: article 12 (2) GDPR
Decision: Infringement of the GDPR, administrative fine

Key words: identity document; personal data; transparency

Boniface et al. "Security analysis of subject access request procedures: How to authenticate data subjects safely when
they request for their data." Privacy Technologies and Policy: 7th Annual Privacy Forum, APF 2019. Springer

Source: https://edpb.europa.eu/news/national-news/2022/dutch-sa-fines-dpg-media-magazines-unnecessarily-requesting- International Publishing, 2019.

copies-identity _en
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Motivation

* Misuse of DSR requests to steal personal data
e E.g., forged ID-documents or invalid email address

Personal Information Leakage by Abusing
the GDPR “Right of Access”

Mariano DI Marting and Pleter Robyns, Hasselt UniversingtUL, Expertive Centre Far Digital
Medfia: Winnie Weyts, Hasselt University - Law Faculty; Peter Quax, Hassell Usiversity X,
Expertise Contre For Digital Media, Flanders Make; Wim Lamotto, Masselt University/ AL
Expertise Cantre For Digital Media; Ken Andries, Hasselt University - Law Faoculty,
Attorney at the Bnessels Sar

e L Amartoo

This paper is included in the Proceedings of the
Fifteenth Symposium on Usable Privacy and Security.
August 12-13, 2019 - Santa Clara, CA, USA

Di Martino et al. "Personal Information Leakage by Abusing the GDPR 'Right

GDPiRated - Stealing Personal
Information On- and Offline

Matteo Cagninzeo* ™ | Thorsten Holz?, and Norbert Pohlmann!

' Institute for Internet-Security, University of Appliod Sciencss Gelsenkirchon,
Gelsemnkirchen, Genmuny
{cagnazzo,pohlnann |@internet-sicherheit. de
* Horst Gtz lnstitate (HGI), Rubr-Universitit Bochum, Bochum, Germany
thorsten.bolz@rub.de

Abstract. The European Generul [Date Protection Regadation (GDPR)
went into effect in May 2018, As part of this regulation, the right fo
weceas was extended, It grants a user the right to request nocess to all
personal data collected by o company about this wser In this puper,
wo present the resalts of an empirical study on dats exfiltration attacks
that are ennbled by abasing these so called subject gecess reguests. More
specifically, our GDPiRate attack is performed by sending subject access

Blackhm USA 2019 Whitepaper

James Pavar and Cascy Knerr

GDPArrrrer: Using Privacy Laws to Steal Identities

James Pavur*
DPhil Researcher
Oxford Universiry

Abstract

The General Dats Protection Regulasson (GDPR ) has be-
come o touchssone mode! for odem privicy law, (s
part becasse i empowens consamen with unprocedented
control over the uve of ihetr personal infonmation. How-
ever, this same power may be suscoptible 1o abuse by
malicioss stackers. In this paper, we comsider bow le-
g ambrigusty surrounding the “Right of Access™ process
may be abused by social engimeers. This hypothests is
testod through an adversarial case study of more than 150
businessex. We find that many organizations fail to em-

Casey Knerr
Securiry Consultant
Dionach LTD

about them

In thas paper. we consider the practical mmplementa-
tiom of this right. with s particolar focus on mechanesms
10 prevent its abuse to steal sensstive information about
a third party  We find that GDPR ineif provides litzle
guidance on best practices sad, mose broadly, that litde
atsenthon has boes pasd 10 the possibvility of reguest sbwse
for the purpose of data thelt. This lacuns is contexty-
shived theough & reak-world experiments in whach sim-
wlmed fravdulent GDFR roquests are sem 10 more than

150 veganizations.
Ouse 1 Fimel 4

e thheat_ovama: o,

of Access'." Fifteenth Symposium on Usable Privacy and Security (SOUPS

Cagnazzo et al. "GDPiRated—stealing personal information on-and offline." Computer Pavur and Knerr. "Gdparrrrr: Using privacy laws to steal identities." arXiv preprint arXiv:1912.00731
2019). 2019.

Security-ESORICS 2019: 24th European Symposium on Research in Computer Security. (2019).
Springer International Publishing, 2019.
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Motivation

* Need for a better way to authenticate DSs
» No violation of privacy principles
» Without allowing illegitimate data access
»ldeally as a EU-wide solution that can be easily implemented



Authentication Models

Centralized Identity Federated Identity
conflrm conflrm conflrm conflrm

V\entVv authenticate

M M
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Authentication Models

Decentralized Identity

* Attribute-based Credentials (ABCs)
» Self-Sovereign ldentity (SSI)

A
conﬁM
issue pr:sent\ |
attributes : attributes o
Issuer A |dentity Wallet > Verifier

?

control

M
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EU Digital Identity Wallet C q
* SSl-based infrastructure for elDs within and g

across EU countries

Source: https://www.digdir.no/sites/sogn/files/styles/Ig/public/2022-09/e-wallet-cards.png

e Verification of attributes

e Personal Identifiable Data (PID)
* e.g. last name, first name, date of birth, ...

* Qualified or non-qualified Electronic Attestations of Attributes (QEAA):
* e.g. driving license, transcript of records, payments, ...

Malte Hansen and Andre Biittner University of Oslo
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elD for Data Subject Rights Requests

Data Subject User Device Service Provider
send request/
i control credentials a
request credentials

issue credentials verify credentials
confirm legitimacy

|dentity Issuer |dentity Provider
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Self-Sovereign ldentity Approach

What shopping
data of me
exists?

Data Subject

Malte Hansen and Andre Blttner
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Self-Sovereign ldentity Approach

| enforce the
Right of Access
for Customer A

= a
@O L
Data Subject User Device Loyalty
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

Which credentials
do | have?

~ - | o
“< > ¢ > O
Data Subject User Device Loyalty
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

Which credentials
do | have?

Possible Credentials

family name

first name
date of birth @ O
address o
gender
nationality |_|
Loyalty
Advertisement

Data Controller

Malte Hansen and Andre Biittner University of Oslo
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Self-Sovereign ldentity Approach

Product Shipment Product Shipment

customerNo Customer A customerNo Customer A
productNo 491501 (M) productNo 326773
age verification true a age verification false
date of birth 1948-11-14 shipping name George
shipping name George shipping firstname Anonymous
shipping firstname  Anonymous |_| shipping address  Llandovery SA20 ONQ
shipping address London SW1A 1AA Loyalty
Advertisement

Data Controller

Malte Hansen and Andre Biittner University of Oslo 14



Self-Sovereign ldentity Approach

customerNo Customer A
productNo 491501
age verification true

date of birth 1948-11-14

shipping firstname  Anonymous

shipping address London SW1A 1AA

Malte Hansen and Andre Buttner

Product Shipment

customerNo Customer A
(M) productNo 326773
1

age verification false

shipping firstname Anonymous

|_| shipping address | Llandovery SA20 ONQ

Loyalty
Advertisement
Data Controller

University of Oslo 15



Self-Sovereign ldentity Approach

Please send
me these
credentials!

= a
@O L
Data Subject User Device Loyalty
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

Here you go!

ﬁ< D < D
@ H

Data Subject User Device Loyalty

Advertisement
Data Controller
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Self-Sovereign ldentity Approach

Do these match?

h< D < D
@ H

Data Subject User Device Loyalty

Advertisement
Data Controller
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Selt-Sovereign Identity Approach

Loyalty Advertisement Credentials

family name | George Do these match?

date of birth 1948-11-14
address London SW1A 1AA
address Llandovery SA20 ONQ @

Data Subject Credentials
family name George
first name Charles |_|
date of birth | 1948-11-14 Loyalty
address London SW1A 1AA Advertisement
gender male Data Controller

Malte Hansen and Andre Biittner University of Oslo
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Self-Sovereign ldentity Approach

Please verify
these
credentials!

Lw_l
“< D < D < D
[ [
Data Subject User Device Loyalty ldentity Provider
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

Yes, these
match!

Lw_l
“< D < D < D
[] [
Data Subject User Device Loyalty ldentity Provider
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

Your Right of
Access
result!

— @ r -1
Lw_l
D < D < )
[ [
Data Subject User Device Loyalty ldentity Provider
Advertisement

Data Controller
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Self-Sovereign ldentity Approach

What do we gain?

* Security

Reliability O

Data minimisation

Solution for EU Data Strategy

 Data Intermediaries J:I_

Data Subject e Data Spaces & data sharing ty Provider
« Anonymous Data Subject Right request

ZULU CUIITLIT VI




Federated Identity Management Approach

Which credentials
do | have?

Possible Credentials

family name

first name
date of birth @ O
address o
gender
nationality |_|
Loyalty
Advertisement

Data Controller

Malte Hansen and Andre Biittner University of Oslo
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Federated Identity Management Approach

Please verify
these
credentials!

Lw_l
“< D < D < D
[] [
Data Subject User Device Loyalty ldentity Provider
Advertisement

Data Controller
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Federated Identity Management Approach

| received an authentication
request from Loyalty

Advertisement for a Right of

Access request

Data Subject User Device Identity Provider

Malte Hansen and Andre Biittner University of Oslo
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Federated Identity Management Approach

Yes, these
match!

Lw_l
“< D < D < D
[ [
Data Subject User Device Loyalty ldentity Provider
Advertisement

Data Controller
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Federated Identity Management Approach

What do we gain?

h * Alternative to elDs o~
* Transition period 4
“ e Shift of competencies to Identity Provider
* Data Controller lacking resources ‘ ‘
Data Subject * Untrusted Data Controller ty Provider

* Non-European Data Controller



Discussion

 Authentication threshold

* How secure is any specific credentials?
* How secure is any combination of credentials?

* Optional credentials
* Additional actors?
* Additional competences?

e Derived credentials
* Reliability?

* Semantics
e Standardization?



Conclusion

* Data Subject Rights can have specific demands:
* Reliability
* Data minimisation
* Anonymity

* We must move away from centralized identity models
e e|Ds and ABCs are crucial tools in this endeavor
* The European Data Strategy changes our landscape

mmmm) Move forward with these points in mind!
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Thank you!
Any gquestions?

Contact

Malte Hansen: maltehan@ifi.uio.no

Andre Buttner: andrbut@ifi.uio.no
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